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Abstract: In the current period of continuous improvement of science and technology in China, many industries and fields
have begun to apply big data technology to optimize work forms, improve work efficiency and reduce problems in practical
operation. As computers are widely used in various industries, many enterprises have begun to promote computer
information security to prevent confidential information from being leaked, affecting the sustainable development of
enterprises. Accordingly, it is necessary to strengthen the effectiveness of computer security security management through
the scientific application of big data technology to provide some lessons for technicians engaged in related work.
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1. INTRODUCTION

The development of information technology has brought about great changes in people's lives and work, and has
enabled people to generate a lot of convenience in carrying out various productive activities. However, when using
computer information technology, it is necessary to measure its advantages and disadvantages and to integrate the
various adverse effects of the outside world in order to avoid hindering the advancement of computer information
technology and forms. The scientific use of big data technology can reflect the advanced nature of computer
information methods at the same time to strengthen the effectiveness of information security management, making
the work carried out more smoothly, to provide reliable protection for computer information security. Tu (2025)
introduced Log2Learn, an intelligent log analysis framework for real-time network optimization [1]. In
recommendation systems, Wang (2025) proposed a joint training method for propensity and prediction models
using targeted learning to handle missing-not-at-random data [2]. Healthcare Al innovations include Ding and
Wu's (2024) systematic review of self-supervised learning for ECG/PPG signal processing [3], and Restrepo et
al.'s (2024) multimodal deep learning approach with vector embedding alignment for low-resource healthcare
settings [4]. For NLP, Yang et al. (2025) developed a GAN-based extractive text summarization model combining
transductive and reinforcement learning [5]. Visual analytics advancements feature Xie and Chen's (2025)
CoreViz, a context-aware reasoning engine for Bl dashboards [6]. Zhu (2025) presented TraceLM for temporal
root-cause analysis using contextual embedding language models [7], while Zhang (2025) addressed deployment
safety with SafeServe for multi-app monetization platforms [8]. In digital content, Hu (2025) created
UnrealAdBlend for immersive 3D ads via game engine pipelines [9]. Sustainability research by Wu et al. (2025)
linked supply chain digitalization and energy efficiency to carbon neutrality [10]. Domain adaptation techniques
include Peng et al.'s (2022) RAIN framework for black-box scenarios [11]. Anomaly detection is extensively
explored: Zhang et al. (2025) investigated ML-based methods for biomechanical big data [12]; Wang (2025) built
a knowledge graph-based clinical trial anomaly detection system [13]; Qi (2025) designed interpretable
slow-moving inventory forecasting with hybrid neural networks [14]; and Huang and Qiu (2025) implemented
LSTM-based abnormal electricity usage detection in smart meters [19]. Chen (2023) demonstrated data mining
applications in general data analysis [20]. Low-code/SME digitalization was advanced by Fang's (2025)
microservice-driven modular platform [15], while spatiotemporal analytics featured Li's (2025) GIS-integrated
U-Net for automated land encroachment detection [16]. Lin (2025) examined generative Al's role in proactive
incident management [17], and Li (2025) optimized emergency response with AD-STGNN for urban fire vehicle
dispatch [21].

2. BIG DATA ERA OF COMPUTER NETWORK INFORMATION SECURITY
ISSUES

In terms of the current computer network information security, the staff of various industries are easily affected by
the development of the big data era in the process of implementing the relevant operations. The main network
information security problems are as follows:
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2.1 Network virus intrusion

In the process of the widespread application of computer network technology, some unscrupulous elements will
use relevant technical means to steal information inside computers, disrupt the operation of computers by means of
computer viruses, and cause computer systems to become paralyzed. This approach is an illegal act, which not
only threatens the account security of computer users, but also has a great negative impact on the development of
society. In general, network virus incubation period is relatively long, many users can not detect it, so in the
process of using the computer will be in a low safety factor state, information is easy to be obtained by criminals.

2.2 Hack intrusion

As a necessary mechanical equipment in modern life, study and work, computer can greatly improve the study and
work efficiency, so computer should carry a large amount of information. Hacking is mainly a hacker with high
computer technology capabilities to steal users' private messages for their own benefit, so they take a series of
measures to attack computer systems, causing server damage and unable to provide services to users. The scope of
hacking is generally relatively broad, and it is not only present in people's daily life, There are also some
manifestations in the computer systems of state organs and departments that can harm the interests of the state, so
greater attention needs to be paid to this aspect and effective measures need to be taken to control and resolve it.

2.3 Spam messages

Many users will encounter junk information in the process of using computers to search for information, and many
junk information is generated due to insecure computer systems. Spam is mostly spread through various channels
such as mail and news, which will take up computer storage space and also affect the security of computer
networks. When the user logs on to a web page autonomously, these windows often pop up automatically, which
remain without a click, and cannot be directly eliminated even when the button to eliminate the window is clicked.
Once you click on these windows, a large amount of garbage information pops up, which causes the user to have to
deal with it. Spam has little impact on computer security, and although it does not cause system paralysis, it still
affects the computer security environment and exposes people to certain threats during the use of computers.

2.4 Vulnerabilities of the system software itself

Users often take advantage of new software systems in the process of using computer systems, so professional
software development is required. Some software developers lack their own capacity, which leads to software
being developed with certain limitations and vulnerabilities that, once exploited by wrongdoers, could enable
intrusion into the system and damage computer databases. Therefore, in the development of system software, we
need to give priority to with rationality and security, reduce the computer system security hidden trouble
coefficient, for users to create a safe computer environment.

3. KEY TECHNOLOGIES OF BIG DATA IN INFORMATION SYSTEM

At present, cloud computing and data back-up are widely used in information system. These two technologies are
the most common big data technologies, which can reflect their own characteristics and advantages in practice.
Cloud computing is a typical technical form in the era of big data in China. It is based on the distributed and
combined computing approach to sort out the data and make the information resources more abundant. In the
course of using cloud computing, technical personnel should carry out gridded computing, planning for different
information resources as a whole, so as to improve information security. In the use of cloud computing, you can
strengthen the interaction of computing information systems, making it more applicable in computing information
security. The advantage of cloud computing in big data technology is that it can store a lot of information. In the
current period of continuous development, its storage capacity can be continuously improved, and it can be better
developed in related fields. As the name suggests, data backup is a kind of technology that can backup data. It can
reflect the greater interaction characteristics in people's communication and economic life, and comprehensively
strengthen information security. Many users and enterprises will face a certain degree of cyber attack in the process
of using big data technology, resulting in reduced information security. Data backup technology can provide safe
and reliable storage space, in the process of information explosion to protect the privacy of information, reduce
information security risks. As a result, users and enterprises in the process of using data information can be in a
more secure environment, which for the development of individuals and enterprises are able to reflect the greater
security, reduce the probability of information loss, to ensure the maximum degree of information security.
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4. APPLICATION OF BIG DATA TECHNOLOGY IN COMPUTER INFORMATION
SECURITY

4.1 Cloud Computing Technology

In the process of using cloud computing technology, we need to reflect the integration between the Internet and
cloud platform, It needs to store information data in the cloud in a model way, and in the process of processing data
information, it can not only improve its security, but also reduce the cost of data information storage and
processing, which can produce good economic benefits for both enterprises and individuals. When technical
personnel use cloud computing in computer information security, Through the wireless local area to build a stable
data transmission grid, under the premise of clear big data information processing needs, will be upgraded to a
closed-loop feedback information processing model, improve the privacy of information data, prevent it from
being leaked. As an important manifestation of big data technologies, cloud computing can form a data flow chart
in the course of processing data, and make the customer understand the characteristics of data. More importantly,
the characteristics of parallel computing combined with computing data can form an implicit channel for the
transmission of remote data, create a secure computing service model, and provide greater security for users to
transmit and utilize data information.

4.2 Data backup technology

In the current period of increasing demand for data information, many enterprises will continue to expand the
capacity of data information, in order to avoid its leakage, we need to do a good job of data backup, so we need to
use data backup technology to improve computer information security. Data backup technology can provide users
with adequate storage space, but it still has certain security risks, requiring users to strengthen data backup
effectiveness in the actual operation to minimize data loss. For the development of an enterprise, doing data
backup can provide a greater guarantee for the security development of the enterprise and minimize the loss of the
enterprise. When actually utilizing data backup technology, important production data needs to be backed up on an
ongoing basis, and work details can be backed-up so that users can record and store them. Data backup technology
is equivalent to a form of cloud backup, which can provide users with extensive storage space, so it is necessary to
use the cloud platform and cloud backup as the basis to continuously expand storage space and strengthen the
security of computer information.

4.3 Hadoop

In the ongoing development of big data technology in China, many data need to meet higher requirements in the
process of storage and utilization. Although in the development situation of traditional data information, it can still
reflect certain data informatization advantages, but it is difficult to meet the security requirements of modern
computer information. When optimizing computer information security, you can use Hadoop to meet the diverse
needs of data storage, and can use this technical form to achieve the future development of big data technology
requirements. When utilizing Hadoop, it is possible to integrate the management of complex data in computer
information, and it can also achieve comprehensive optimization and control of data information, strengthen
coordination among data information, and improve the security processing utility of computer data. According to
the current development situation in China, Hadoop system is in the perfect stage, and the functions of each part of
the system can be clearly divided, providing users with a safe computer operating environment.

5. CONCLUSIONS

The application of big data technology in computer information security can effectively improve the security of
computer system application and provide security for the use and storage of data information. In the process of
construction and development in the new era, the negative data information on the network is gradually increasing,
which requires the development of more efficient big data technology to improve network information security.
With the increase of hidden threats to information security, technical means are also gradually diversified. In the
process of maintaining computer information security, we can optimize the form and method of big data
technology, strengthen the effect of information security defense, so that it can strengthen information security in
the process of network development in China.
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